Robert Mancini Jeanne White Eddie I.. Moye

4 Guemsey Lane 4402 Congress Court 201 Harvest Circle

Media PA 19063 North Wales, PA 19454 Norristown Pa 19403

Phone 610-506-9827 267-577-2120 484-213-8231

TFax- None None None

Email Delcocyber@gmail.com jewhited402 @gmatl.com " EdMoyeforPA@gmail.com
Representing Sell Representing Self Representing Self as Candidate

IN THE CIVIL COURT OF MONTGOMERY COUNTY OF PENNSYLVANIA

Jeanne C. White, Resident, Taxpayer, : Preliminary Injunction
Registered Voter of Montgomery County

Robert Mancini, PA resident, taxpayer,

Registered Voter of PA ?':It’“i i ‘; S~
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Individually :

Petitioners Pro Se, o720 24~ 21 6! 5

V. :
Montgomery County, 83 : PeTI { 10N
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Respondent : ‘ R

APPLICATION FOR EMERGENCY RELIEF AND SEEKING A

PRELIMINARY INJUNCTION

Petitioner, Pro Se, pursuant to PA. R.A_P. 123, PA R.A.P. 1532(a) and PAR.C.P.
submits the following Application for Emergency Relief Seeking a Preliminary
Injunction and avers as follows:
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Introduction

1. Petitioner Jeanne White is a resident, taxpayer, and registered voter with the address of
4402 Congress Court; North Wales, PA 19454,

2. Petitioner Robert Mancini is a resident, taxpayer, and registered voter with the address of
4 Guernsey Lane, Media PA 19063

3. Petitioner is Hddie L. Moye is a resident, taxpayer, registered voter and a Candidate for
PA House District 70 with the address of 201 Harvest Circle, Norristown PA 19403

4. Respondent is Montgomery County (the “County™) is a jurisdiction and Government
Agency with a business address of One Montgomery Place, P. O. Box 311; Norristown,
PA 19404,

5. The Election Assistance Commission is a federal agency located at 633 Third Street, N'W,
Suite 200; Washington, DC 20001

6. The Llection Assistance Commission is a federal agency responsible for overseeing all
Electronic Voting Systems approval in United States of America.

7. The Department of State of Pennsylvania is a Government Agency with a business
address of 401 North Street; Harrisburg, PA 17120.

8. The Department of State of Pennsylvania is responsible for certifying all Electronic
Voting Systems for use in Pennsylvania, given the Election Assistance Commission has
also certified the system.

9. The 05 November 2024 election is a federal election and all votes in PA count equally
toward the determination of the Pennsylvania Electoral College and the determination of
the Pennsylvanian Senator ?3;

= o

10. On January 17, 2019, the acting Secretary of the Commonwealth certified the D§fmm§n
R o

Democracy Suite 5.5AL. Bz ﬁ
11. Montgomery County uses Dominion Democracy Suite 5.5A WD
T ":D,

12. In the Pennsylvania Department of State Certification P40 | it states J'O 3
'.':- :‘:_D

-

1 https:/fwww.pa.gov/content/dam/copapwp-pagov/en/dos/programs/voting-and-elections/voting-
systems/certification/Dominion-Democracy-Suite-Final-Report-scanned-with-signature-020119.pdf

2]Page



IV.  Condifions for Certification

Given theresults of the examination that occurred in October and December 2018
and the findings of the Exaniiners as sct forth in their reports, the Sceretary of the

Commoenwealth certifies the Democracy Suite 3.5A subject to the following conditions:

]

13.In the Pennsylvama Department of State Certification P40 CondmonA it states

AL Thlb cemﬁtmlmn lor Dcmocmw ‘-‘smte 3. :)A is b.zsc.d on tht. I‘-‘\C mma}
certification decision dated December 20, 2018, and will be appended with the {inat EAC
cortification dooumentation aftor the final BAC certtfieation is issued. Auny juiisdictions
purchasing and implementing the system before the final EAC certification must perform a
trusted build validation after the final EAC certificution to ensure that the certified system
components are installed. This validation must happen even if the jurisdiction has done a

trusted build validation during the system aeceplance

3

14. The Eleotion Assistance Cormmission defines a trusted build (Exhibit A)

“Trusted Build — A software build is the process whereby source code is converted to

machine readable binary instructions (executable code) for the computer. A trusted build is a

build performed with adequate security measures implemented to give confidence that the

executable code is a verifiable and faithful representation of the source code. The primary

function of a trusted build is to create a chain of evidence that allows stakeholders to have an

approved model to use for verification of a voting system.

15. Montgomery County has NOT (ernphasis added) performed the Trusted Build Validation
and does not believe it is required to. On July 18, 2024, Joshua C Wertheimer, Agent of

2 https://www.pa.gov/content/dam/copapwp-pagov/en/dos/programs/voting-and-elections/voting-
systems/certification/Dominion-Democracy-Suite-Final-Report-scanned-with-signature-020119.pdf
*https://www.pa.gov/content/dam/copapwp-pagov/en/dos/programs/voting-and-elections/voting-
systemns/certification/Dominion-Democracy-Suite-Final-Report-scanned-with-signature-020115.pdf
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Open Records Officer, replied to my Open Records Request,# OR-2024-535, the
following: (Exhibit B)

19.  Asnoted above. the County does conduct logic and accuracy testing on every single
voting machine used in elections in Montgomery County, but has not performed the particular
trusted build test that is the subjeel of the Request. The County's position, bused on the gutdance
it has reccived from the Pennsylvanio Depariment of State and fram its legal counsel, is that trusied
build tests are not legally required.

16. Logic and Accuracy Testing is a prerequisite for use of all Electronic Voting Systems in

"Pennsylvania before an Election (Primary or General).
17. 52 USC 21081(a)(5) states

(5) Ervorn prares .
Ths arsor rata of the voting system in counting ballots {dewrinined by taking into account only
thoze errars which are ateeibutanie to the voting system and nat stuibutabie 1o an a; of the

wzier) shatt comply with the erpor ate standards established under section 3.2.7 of the voting

i e

o
{
h)

Grighar 34

18. Section 3.2.1 of voting System Standard (Exhibit C), which was Addressed in Appendix
C8 of VVSG 1.0 (Exhibit D), the standard that Dominion 5:5 was tested to. The EAC, the
PA Department ol State never performed a (est that meluded the 1,576,501 batlots
required to comply with this statute.
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4.1 Requirements

The Dominion D-Suite 5.5-A will be tested to the approved VVSG 1.0 requirements,
Madifications made to the Dominlon D-Suite 5.5-A voting system are detailed in
section *1.1.2 Modlfications” and dictate evaluation against the following pertinent
VV3G requirements:

* # & 2 & u &

2.4.3 Producing Reporis

2.14 Integrity

2.1.6 Election Management System

5.2 Software Deslgn and Coding Standards
7.4 Software Security

9.7.1 Physical Configuration Audit

9.7.2 Functional Configuration Audit

4

ipsyffwww.cac.gov/siles/defauli/files/voting systew/(les/Atlactunent D_-

Dominion D Suite 5.5 A_As Run fest Plan.pdf, 1’21

ARGUMENT

19. In Pennsylvania, a party must establish the following six prerequisites to obtain a

preliminary injunction.

a.

[The] injunction is necessary to preveut inunediate and Lreparable Dacn thal
cannot be adequately compensated by damages;

[Greater injury would result from refusing an injunction than [rom granting it,
and concomitantly, that issuance of an injunction will not substantially harm other
interested parties in the proceeding;

[A] preliminary injunction will properly restore the parties to their status as it
existed immediately prior to alleged wrongful conduct;

{The] activity it sceks to restrain is actionable, that its right to relief is clear, and
that the wrong is manifest or, in other words, must show that it is likely to prevail
on its merits;

[The] injunction it seeks is reasonably suited to abate the offending activity; and

[A] preliminary injunction will not adversely affect the public interest.

4 hitps://www.eac.gov/sites/defauit/files/voting_system/files/Attachment_D_-_Dominion_D-Suite_5.5-
A_As_Run_Test_Plan.pdf
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Warebime v. Warchime, 860 A.2d 41, 46-47) (Pa. 2004) (internal quotations and ‘
citations omitted); see also ALL-PAK, Inc v. Johnston, 694, A.2d 347,350 (Pa Super
Ct. 1997} (the purpose of a prelirinary injunction is “the avoidance of irreparable
injury or gross injustice until the legality of the challenged action can be

determined.™) |

20. Here, Petitioner can ably meet all six prerequisites.

The Injunction is Necessary to Prevent Iinunediate and Tireparable Harn

21. In the absence of a preliminary injunction, Montgomery County will conduct a Federal
Election without meeting Department of State Conditions for Use of the Dominion
Democracy Suite 5.5A Electronic Voting System. Montgomery County will conduct and
complete a Federal Election on a system that does not meet 52 USC 21081(a)(5). There
will NOT {emphasis added] confidence in the results of the election if Montgomery
County cannot prove the system is as compliant with the Pennsylvania Department of
State’s Conditions for Use.

22. Additionally, commercial-off-the-shelf software on the Dominion Democracy Suite 5.5A
Electronic Voting System must be tested. The presence of any other software thaa the
secure trusted build violates the condition set forward by the Pennsylvania Department of
State and the Election Assistance Commission.

23. A preliminary injunction is necessary to avoid immediate and irreparable injury that
cannot be compensated for in damages. All candidates, residents, taxpayers of
Montgomery County, residents of PA, and citizens of the United States of America

deserve to have a fair election.

Greater Injury Would Result from Refusing Injunction

24. (Greater injury will result to the Petitioner, Voters of Montgomery County, Taxpayers of
Montgomery County, Residents of Montgomery County, Resident of PA, and Citizens of
the than will be by Respondent if the requested injunctive relief is not granted.

25. Specifically, if an injunction is not granted, every resident or voter of Montgomery

County cannot be confident in the results of the Election (Prim(e\ary or General), because

GIPége'



Montgomery County violated federal law as set forth in the Help America Vote Act. A
county in the 2020 Election, Antrim Michigan, performed a full forensic audit on their

election results using Dominion 5.5 below are some of the statements from the finding

Stanntr

Hash of aluctioﬁ definition files {rom:

Mutnory Casd

|

loitind Pockage

Roviand Packame

Bnnky Lal
Central Lake oo
Chestonia
Custer

Ik

Eik Rapiis 1
B Ruapids AV
Fosrest, Hemsie
Helenn

Aordan

Kearnps
Blanvelosna 1 ien
Sapcelsnn ¥ ey
Miitou 1

Aiftean AV

S

Toseh Lake
Wieser

fEI03ehbbhIlwsdand
COUFe SR et 7T
B4 bhdul shiuted
B SRR Haale
Tee LIEGTHTHIO8L
cRESEIGTANIGDR
i 12eeilld ] 1005030
S e3ana S Ti3G4
SUGRES e b (IR0
Stnbae R ldediletsd
AR IBINGLT
1af88 120 he 110234
Fva fodeadd dpizf
A6TOTIO MM 134
P20 T NS0
AIA7ThEb LN
e TishiTe s
R R AT R

“ﬂdd)hlﬂk e ‘.'}l“l
TR B TIURSES
R R A T N

- busag ﬁ’sﬁd}‘:ﬁahi .

R ST P

cO2ERIETINOG (.!1.‘5_
- l{’a.da'?dl!{'h*:ﬁ*’!b_ '

S $R :mmm 19d8

IRl ANSA2GLIRNT

" G0 eS e SEINRD

LTSI TN

S0 070 0
SedendN LR G

QS e T ENTAL S

{120uHlT 1D
REITHEB OIS THY
232t bildh s
ASMRGR T LGNS

RIS T AR AT P

Dk, lu e3ief7In

T L TeRd o le
Baae 120208031
it M B TR R
NGTOMSe R LG ST
pToey T ieh 12%G)3
AR NRETH
AR T e
ceoetiieh | 3562600
PR LN T 1 XL 7T

. s ahedda2R4
5""“:E!."t.il?&':‘l:l'?i."ifi!' .

Pieabundsfe 105
AT Tl 370
Trobddies ateieful
Y B TasTh N AR ATt
a2 Wi nSendssa

Nestemy 23 Dedinition B saowe in Buth prekiges: 1B Usied it definition Nes, 3 b
peseanied Nov, 5 with revioad definitions 1o Bovived delinition bl odone X, 3,

Table 3: Scanner Election Definitions. Only four of I8 seanners [Banks, Cen-
tiaed Badke, Nvpeedotta 1 oaced 24 ] elevilon definiCioons that sad ol thie 1oviie!
eleetion piekame Each entre stows the trmwented SHAS256 hash of the eloetion
defindtion es, Mareling hasios dhinddoghts 1 fadienese §iles thor ore Wdengieal,
! 5

It shows the difference in the hash code. The changes in the percentage of votes were

£nOImOous.

5 hittps://www.michigan.gov/-
/med;a/Project/Webs:tes/sos/30[awens/Antnm derev-fbfeBSlcdc0043a9bb80h783d1bh5feg

7|Pa ge



Hn v

Tesulty palilished on Difference:

Viad Lish LG 1106 11522
(ST T PO S S I 0

fr--n wg~l d=-g rd

Provideay Biden TIGH TINUOAO60 GMAD SHED -85 . 1320 3] 4
‘Teump AR08 4TS 975 9% WIS IR Y 55} 0 ]
Jorgenxen b T CE P - N LI Yt s -8 0 ¢
Blakenstip 26 22 ig [T T 2 - 4 §; G
DebyPueente 12 N ] ¥ 3 - 4 tr i
Funkine i I e ] oy ) o N Q
VA Ben. Powns TRE BROT 5% GVAR OGYES MW - 1008 "y &
Stivs U S A B = ) 34 2 4 i
Tt FISTORRAS a3 guEL By JJ8GL oy Sl i
Wit (TR 1] S1 w2 =2 Sy . RTH i [
Norn i 26 26 x a7 7 1 1 {l
VA Hep, Fernason THIS G600 5205 5235 5205 1182 - jans n i
Degpman AT LUSEL 0202 15097 1ER12 5R50) 52 (1 tH
Flron 12 G 268 W3 23 bk -3 M i
Bt Rep. Buthe TEAT OALES JR00 4RI SEYS 18R 188 0 T
Hortne Q7R ORIV OATHY O sTG MRG BREN 13 1178

Iable 4: Election Results, Antiim published five results repores, fwo lahoied
unofficind {re, A1 md theee Libeled wificial {0 d £, Beslis and difforones for
the fest fve comfeats sre shown here, but many athers were abo in ervor, The
initial repory {2} was badly neorceet dne 1o the olection delinition mismatcl,
The second report (8) added resubes entered Dy band frow poll tapes hat il
o remove sil of fhe boud dioe, The teed (o3 Hxed thise bat the mamtal inputs
ot aingd dates catry erors Yt were corrected T two subsedqueat, veparts $id o

Over 6000 votes out of 14,000 were miscounted (EMPHASIS ADDED).

26. By Contrast, Respondent will suffer no harm by the granting of the injunction and will
insure that the votes cast in the Federal Election will be ACCURATELY (emphasis
added) tabulated as an error in any one county can swing the results of the county, and
therefore the results of the state, and therefore the 19 Electoral votes to either candidate

for the Office of the President, which could mean the Office of Presidency for the next

four years.

The Preliminary Injunction will Maintain the Parties in their Original Places

& Shttps://www.michigan.zov/- ,
[media/Project/Websites/sos/30lawens/Antrim.pdf?rev=fhfe881cdc0043a9bbR0b783d1bb5fed
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27.

28.

Granting the injunction will restore the status quo with respect to the Petitioner’s
constitutional and statutory rights as they existed prior to the Responden;c starting Logic
and Accuracy Testing and 52 USC 21081(a)(5).

If the injunction is granted, all Respondent would have to do is perform a secure Trusled
Build validation as required by the Peunsylvania Departuient of State for Certified use of
the Dominion Democracy Suite 5.5A Electronic Voting System (on all equipment) and
then perform a new Logic and Accuracy Test pre- and post-election. Respondents would
also have to perform an accuracy at an accredited Lab to comply with 52 USC
21081(a)(5)

Petitioner’s are Likely to Prevail on the Merits

29. Petitioner’s right to relief is clear, and there is a reasonable likelihood of success on the

30,

31

merit, as set forth in more detail in the Petition.

Injunction is Reasonably Suited to the Offending Activity

As the offending activity here, or the lack of activity (the requirement to perform a
Secure Trusted Build validation on the Dominion Democracy Suile 5.5A Electronic
Voting Systems injunctive relief staying the Logic and Accuracy Testing or use of the
Dominion Democracy Suite 5.5A in the election process until this matter has been
Judicially determined is reasonably suited to address the offending lack of performing a
Secure Trusted Build Validation.

The Public Will Not Be Adversely Affected by the Injunction

Respondent has control over all election activities in Montgomery County. In execution
of every election, respondent is required to follow federal law, state law, and
Pennsylvania Department of State requirements. Posting a notice that order any activity
involving the Dominion Democracy Suite 5.5A Logic and Accuracy Testing is stayed
during the pendency of this litigation is easy, inexpensive, immediate, wide-ranging, and

effective.

9| Page



32. Moreover, the requested relief enables Respondent to halt the Logic and Accuracy Test,
comply with the Pennsylvania Department of State for use of the Dominion Democracy
Suite 5.5A Voting Systems and perform a Logic and Accuracy Test on a validated system.
WHEREFORE, Petitioner respectfully asks this Honorable Court to enter a Preliminary
Injunction;

33. Staying the use of the Dc;minion Democracy Suite 5.5A Electronic Voting Systems until
the issues raised herein have been finally judicially determined.

34, Staying the use of the Dominion Democracy Suite 5.5A Electronic Voting Systems until
the system has completed a Error Ratés Test at an Voting System Test Laboratory’
accredited by the EAC.

35. Voiding Logic and Accuracy Test Results performed prior to a Secure Trust Build
Validation on every pieoe of Dominion Election equipment including central server
Jocated at One Montgomery Plaza in Norristown, PA; in-person precinct scanners, ballot-
marking devices, and ePoll Books stored at 1006 West Washington Street, Norristown,
PA; and County scanners located at Health and Human Services building in Norristown,
PA) and every piece of software used on the systems in all 429 precincts of Montgomery
County, the system used to count the mail-in ballots, and the system used to tabulate all
of the ballots.

36. Directing Respondent to take all reasonable steps possible to notify the Public,
Candidales, Voters, Taxpayers, Residents, and the Pennsylvania Department of State of
the existence of this litigation, and the deficicncy of the Respondent in the Election
Process.

37. Entering such other relief as this Court deems just and proper.

Date: O_CL / _L%_/Zﬂ.?.tl { Z‘,g,mmﬁ- ﬁ/ ég.j /p—é}
/lfcannc C Whitc, Pro Se
4402 Congress Court
North Wales, PA 19454
Jewhite4402@eamaii.com
267-577-2120

https:ffwww.eac.gov/voting-equipment/voting-system-test-laboratories.sil
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Robert Mancini, Pro Se

4 Guernsey Lane
Media PA 19063
Delcocvber@email,com
610-506-9827

74891V

Eddie L. Moye, Pro Se

201 Harvest Circle
Norristown, PA 19403
EdMoveforPA@gmail.com
484-213-8231
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VERIFICATION

Robert Mancini states is making this verification. I verify that the statements are true and correct
to the best of my knowledge, information, and belief. I understand that false statements made
herein are subject to the penalties of 18 PA. C.S,Subsection 4904, relating to unsworn
falsification to authorities

Date:p9 September 2024 %f‘ /Za /—7— %&M .

- Robert Mancint

Jeanne White states is making this verification. I verify that the staiements are true and correct
to the best of my knowledge, information, and belief. I understand that false statements made
herein are subject to the penalties of 18 PA. C.S,Subsection 4904, relating to unsworn
falsification to authorities

Date : 9 September 2024

Jeanne White

Eddie Moye stales is making this verification T verify that the statements are (rue and correct to
the best of my knowledge, information, and belief. I understand that false statements made
herein are subject to the penalties of 18 PA. C.S,Subsection 4904, relating to unsworn
falsification to authorities

Date : 9 September 2024
S4h9 //‘/%&

Eddie Moye
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CERTIFICATE OF COMPLIANCE

I certify that this filing confirms with the provisions of the Public Access, Policy of the Unified
Judicial System of Pennsylvania case records of the Appellate and Trial Courts that require the
filing of confidential information and documents differently than non-co%nﬁdential mmformation
and documents.

C bomms. C 300

] e C White

%ﬁjﬂ’/mf /%Z&’M/M,, |

Robert Maneini

5 1. [,
Eddie L. Moye %
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Exhibil A
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2= An official website of the United States government
Here's how you know

This day of action is dedicated to encouraging Americans to sign up to be poll workers, and

Help America Volel
Click here to learn more and sign up today!

-;‘_51.\\“5&"-_ TR T AR L FTTTILY
Wﬂ, UNITED STATER
5 L ry T TTONRT L CITOT A D
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What is a trusted build and why is it
used?

Thursday, September 16, 2021

There are many steps than must be taken for a voting system to be certified by the EAC. One of the
most important of these steps is the process of creating a trusted build. But what is the trusted build

and why is it required?



Firstly, we should define what a build is. Software is typically written by programmers in a human-

‘ readable programming language. This is referred to as source code. This code needs to be
transformed into a format that can be executed by a computer, known as machine code. This process
of transforming, or compiling, source code into executable machine code is known as a software build.

A trusted build is a build that is performed with several security and verification measures to a such an
extent that the executable machine code can confidently be shown to be a faithful and authentic
representation of the source code.

Before the trusted build process is started, it is requited that an EAC accrediled voling systein Lesting
laboratory (VSTL) receive the source code from the voting system manufacturer, and perform a review
of the code, verifying it's compliant with all applicable VVSG requirements.

Following the source code review, the VSTL is required to obtain all necessary commercial off the shelf
software, such as operating systems and anti-virus programs, from trusted third party sources. These
executables get incorporated into the voting system trusted build. These Items are confirmed to be
unmadified from their third-party source by verifying thelr file signatures, also referred to as hash
codes.

The trusted build process is then conducted by the VSTL. It consists of three distinct steps:

1. A build environment is created. This environment is constructed and controlied by the VSTL, but
the voting system manufacturer may observe the process. This environment is a computer that
has been completely erased with a Department of Defense or NIST approved method.

2. The VSTL reviewed manufacturer source code for the voting system as well as the pre-built
dependencies are placed in the build environment. File signatures of the source code modules
are checked to verify the code is unchanged from the code that was previously reviewed prior to
the trusted build, File signatures are also produced for the created executable code and
instailation media.

3. The VSTL then installs the executahle code on the voting system hardware, producing file
signatures on each voting system file. This is the voting system configuration that is tested by the
VSTL against VVSG requirements.

The purpose of performing the trusted build is to show that the source code - - as examined, tested,
and applroved — was used to creafe the executable code and demonstrate that no additional elements
have been introduced into the software build for the system. The trusted build is the origin of the
chain of custody for software components of the voting system.

This process creates a chain of evidence allowing election officials to verify that their voting system
software matches the version tested by the VSTLs and certified by the EAC, and unautharized code has
not been introduced into the system.
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Exhibit B
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PA Office of Open Records

JEANNE WHITE : Docket No. AP 2024-1822
V. :
COUNTY OF MONTGOMERY

ATTESTATION OF JOSHUA C. WERTIXEIMER
AORO AND ASSISTANT SOLICITOR AT MONTGOMERY COUNTY

I, Joshua C. Wertheimer, Esquire, hereby attest that the statements made below are true
and correct to the best of my knowledge, information, and belief. 1understand that false statetnents
made herein are subject to the penalties of 18 Pa.C.S. § 4904 relating to unsworn falsification to
authorities.

1.  Iam an Assistant Solicitor for the County of Montgomery (the “County™).

2. I serve as the Agency Open Records Officer (“AORQO”) for the County, and I am
responsible for responding to all Right-to-Know requests filed with the County.

3. In my capacity as the AORO, I am famillar with the records of the County.

4. I am aware of the Junc 3, 2024 Right-to-Know request (the “Request”™) submitted
to the Agency by Jeanne White (the “Requester”).

5. The Request sought the following:

“1. Request for each MontCo. Primary and General Election in years 2019, 2020,

2021, 2022, 2023, and 2024 Pre and Post Hash Test Results on all In- Person (all
precincts) and Mail-In-Ballot Dominion voting systems.”’

6. The County requested a 30-day extension of time in which to respond to this

Request.

1 The Request begins with the number “1,” but does not contain any additional numbered
paragraphs; the language quoted here is the entirety of the Request received by the County.



7. After receipt of the request, the County conducted a good faith search by inquiring
with Francis Dean, the Director of Elections for Montgomery County Voter Services MCVS),
about the existence of records that would be responsive to the Request.

8. In Montgomery County, the Board of Elections (BOE) is comprised of the three
County Commissioners. The BOE is supported by the staff of MCVS, led by Mr. Dean, the
County’s Director of Electjons.

9. Mr. Dean, in his capacity as Director of Elections and the head of MCVS, is the
most likely custodian of records responsive to the Request, as the Request seeks copies of results
of testing pa&brmed on voting systems.

10.  Mr. Dean explained to me that one way of verifying the reliability of software used
in electronic voting systems is through a test known as a trusted build. The output of the trusted
build process is known as a hash code.

11.  Based on the information provided by Mr. Dean, I interpreted the Request to be
seeking the hash codes from trusted build tests performed by the County during the timeframe
specified in the Request, 2019 —2024.

12.  Mr. Dean informed me that the County takes the security and reliability of its
electronic voting systems very seriously and conducts logic and accuracy testing on every single
voting machine used in general and primary elections in Montgomery County. However, the
County does not perform the particular test for which the Requester secks records, a trusted build,
and has not performed trusted build tests for any of the elections from 2019 — 2024, Accordingly,
since the County has not performed trusted build tests for any elections from 2019 — 2024, the hash

codes that would be the output of such tests do not exist.



13, Iresponded tothe Request onbehalf of the County on July 11, 2024. In my response
letter, T advised the Requester that the County had no records responsive to the Request in ifs
possession, custody, or control.

14.  The Requester appealed the Couuty’s tespouse to the Office of Opeu Records Lhal
same day. In her appeal, the Requester provides a greatly expanded description of her request fiom
what she submitted to the County; on appeal the Requester now describes her request as seeking
“for each Montco Primary and General Elections for years 2019, 2020, 2021, 2022, 2023, and
2024 pre- and post-election Trusted Build Audits for all Dominion Democracy v5.5a voting
systems including, but not limited to, ImageCast Central Station (ICC), utilizing two Commercial
Off-the-Shelf scanners and ImageCast X (ICX) scanners (Prime and Classic)--ImageCast Precinct
Optical Scanners (ICP), Ballot Marking Devices, ePool books and each years Primary and General
Election results of pre-Election and post-Election Trust Build Audits as part of their Logic and
Accuracy Testing for the central server equipment at One Montgomery Plaza, Nomistown, PA
19404, in-person voting scanners at ~429 polling locations; and Health and Human Services
centralized scanning equipment at 1430 DeKalb Pike, Nomistown, PA 19404 and 1006 West
‘Washington Street, Norristown, PA 19404.”

15. However, it is well-established that a requester is not permitted to modify a request
ou appedl, and the Office of Open Records will evaluate a request as writlen. See Michak v. Dep't
of Pub. Welfare, 56 A.3d 925, 930 (Pa. Cmwith. 2012) (“Thus, where a requestor requests a
specific type of record . . . the requestor may not, on appeal, argue that an agency must instead
disclose different records in response to the request.”); see also Dep't of Corr. v. Disability Ris.
Network of Pennsylvania, 35 A.3d 830, 833 (Pa. Cmwith. 2012) (holding that on appeal a requester
is “not free to request records that were not requested below or which it did not identify with

sufficient specificity”).



16. It appears, however, that this lengthy new description of her request is still seeking
the same records the County understood her to be asking for in her original Request: the hash codes
which serve as the output from trusted build tests conducted on the County’s electronic voting
systems.i

17.  Along with her appeal, the Requester submitted a 2019 report, which runs over 100
pages, published by the Pennsylvania Department of State. The Requester claims this report
demonstrates that counties were required to conduct trusted build testing for the elections that are
the subject of her Request.

18.  'I'be Requester also makes clear that her goal is to ensure the County's future
compliance with what she understands the law to require, asking (presumably rhetorically) in her
appeal, “why can we not get [the County] to comply with the PA Secretary MUST not shall comply
with this DIRECTIVE to conduct a pre-election and post-election Logic and Accuracy Testing of
Trusted Build file on each and every Dominion voting equipment utilized in our county starting
with the 2024 General Election on 11-05-20247” (emphasis in original).

19. As noted gbove, the Counly does couduct logic and accuracy testing on every single
voting machine ugcd in elections in Montgomery County, but has not performed the particular
trusted build test that is the subject of the Request. The County’s position, based on the guidance
it has received from the Pennsylvania Department of State and fromn its legal counsel, is that trusted
build tests are not legally required.

20.  Indeed, Mr, Dean informed me that he is aware of only one county in Pennsylvania

that has performed trusted build tests for recent elections.

2 Tn her appeal, the Requester asks for the “Trusted Build Audits” themselves. But since a trusted
build audit is a type of test — that is, a process that is performed — and the hash codes are the
output or documentation created by that process, I understand her new formulation of her request
to still be seeking the same hash codes referenced in her original Request.



_21. Even if the Requester were correct, however, and trusted build testing were
mandatory, a Right-to-Know appeal to the Office of Open Records is not an appropriate way to
compel compliance with substantive legal requirements that have nothing to do with records
HECESS.

22.  The Requester believes the County should have conducted trusted build tests for
the elections from 2019 — 2024, but as Mr. Dean made clear to me, the County did not perform
trusted build tests for those elections and therefore the hash codes sought in the Request do not

exist.
23.  Accordingly, the instant appcal should be demied, because the County has

demonsualed that no tespousive 1ecords exdst wilhin its possession, custody, o1 couliol.

Respectfully submitted:

:
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Joshua C. Wertheimer, Esquire

Agency Open Records Officer Date: Tuly 23, 2024
One Mounlgowery Plaza

Suite 800

Norristown, PA 19404-0311

Phone: 610-278-3033

Fax: 610-278-3069

openrcrd@montgomervcountvpa.gov




Exhibit C

2024-21813-0007 9/20/2024 951 AM # 14584836
ReptZ4830960 Fee:$0.00 Petition

Exhibit C (Public)

MontCo Prothonelary



Volume | - Performance Standards

¢. Vote data management requirements, where no differentiation is made
between requirements for paper-based and DRE systems;

d. Vote recording requirements, where separate and distinct requirements are
delineated for paper-based and DRE systems;

e. Conversion requirements, which apply only to paper-based systems;

f. Processing requirements, where separate and distinct requirements are
delineated for paper-based and DRE systems; and

g. Reporting requirements, where no distinction is made between requirements
for paper-based and DRE systems, but where differences between precinet and
central count systems are readily apparenl based on differences of their
reporting.

The performance requirements include such attributes as ballot reading and handling
requirements; system accuracy; memory stability; and the ability to withstand specified
environmental conditions. These characteristics also encompass system-wide
requirements for shelter, electrical supply, and compatibility with data networks.

Performance requirements for voting systems represent the combined operational
capability of both system hardware and software. Accuracy, as measured by data error
rate, and operational failure are treated as distinet attributes in performance testing. All
systems shall meet the performance requirements under operating conditions and after
storage under non-operating conditions.

3.2.1  Accuracy Requirements

Voling system accuracy addresses the accuracy ol dala for each of the mdividual batlot
positions that could be selected by a voter, including the positions that are not selected.
For a voting system, accuracy is defined as the ability of the system to capture, record,
store, consolidate and report the specific selections and absence of selections, made by
the voter for each ballot position without error. Required accuracy is defined in terms
of an error rate that for testing purposes represents the maximum number of errors
allowed while processing a specified volume of data. This rate is set at a sufficiently
stringent level such that the likelihood of voting system errors affecting the outcome of
an election is exceptionally remote even in the closest of elections.

The error rate is defined using a convention that recognizes differences in how vote

data is processed by different types of voting systems. Paper-based and DRE systemns
have different processing steps. Some differences also exist between precinct count

and central count systems. Therefore, the acceptablé error rate apphes separately and
distinctly to each of the following functions:

a. For all paper-based systems:

361
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1) Scanning ballot positions on paper ballots to detect selections for
individual candidates and contests;

2) bonversion of selections detected on paper ballots into digital data;
b. Forall DRE systems:

1) Recording the voter selections of candidates and contests into voting data
storage; and

2) Independently from voting data storage, recording voter selections of
candidates and contests into ballot image storage.

&

For precinet-count systems {paper-based and DRE):

Consolidation of vote selection data from multiple precinct-based systems to
generate jurisdiction-wide vote counts, including storage and reporting of the
consolidated vote data; and

d. For central-count systems (paper-based and DRE):

Consoclidation of vote selection data from multiple counting devices to
generate jurisdiction-wide vote counts, including storage and reporting of the
consolidated vote data.

For testing purposes, the acceptable error rate is defined using two parameters: the
desired error rate to be achieved, and the maximum error rate that should be accepted
by the test process.

For each processing function indicated above, the system shall achieve a target error
rate of no more than one in 10,000,000 ballot positions, with a maximum acceptable
error rate in the test process of one in 500,000 ballot positions.

3.2.2 Environmental Requirements

The environmental requirements for voting systems include shelter, space, furnishings
and fixtures, supplied energy, enviropmental control , and external telecommunications
services. Environmental conditions applicable to the design and operation of voting
systems consist of the following categories:

¢ Natural environment, including temperature, humidity, and atmospheric
pressure;

¢+ Induced environment, including proper and improper aperation and handling
of the system and its components during the election processes;

+ Transportation and storage; and

¢ Electromagnetic signal environment, including exposure to and generation of
radio frequency energy.

3.52 !
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C.5 Accuracy Testing Criteria

Some voting system performance attributes are tested by inducing an event or series of
events, and the relative or absolute time intervals between repetitions of the event has no
significance. Although equivalence between a number of events and a time period can be
established when the opeating scenatios of a systetn can be deletnined with precision,
another type of test is required when such equivalence cannot be established. It uses event-
based fuillure Aequoncles Lo antlve al ACCOPT/REJECT oiiteria. This test ay be petfoliued
simultaneously with time-based tests.

For example, the failure of a device is usually dependent on the processing volume that it is
required to perform. The elapsed time over which a certain number of actuation cycles occur
is, under most circumstances, not important. Another example of such an attribute is the
frequency of errors in reading, recording, and processing vote data.

The error frequency, called “ballot position error rate,” applies to such [unclions as process
of detecting the presence or absence of a voting punch or mark, or to the closure of a switeh
corresponding to the selection of a candidate. .

Certification and acceptance test procedures that accommodate event-based failures are,
therefore, based on a discrete, rather than a continuous probability distribution. A Probability
Ratio Sequential Test using the binomial distribution is recommended. In the case of ballot
position error rate, the calculation for a specific device (and the processing function that
relies on that device) is based on:

HO: Desired error rate = 1 in 10,000,000

H1: Maximum acceptable error rate = 1 in 500,000

a=0.05 L
b=10.05

and the minimim error-free sample size to accept for qualification tests is 1,549,703 votes.

The nature of the problem may be illustrated by the following example, using the criteria
contained in the Guidelines for system error rate. A target for the desired accuracy is
established at a very low error rate. A threshold for the worst error rate that can be accepted
is then fixed at a somewhat higher error rate. Next, the decision risk is chosen, that is, the risk
that the test results may not be a true indicator of either the system's acceptabilily or
unacceptability. The process is as follows:

The desired accuracy of the voting system, whatever its true error rate (which may be

far better), is established as no more than one error in every ten million characters
(including the null character)

C7



k|

Version 1.0
Volume II: National Certification Testing Guidelines
Appendix C: National Certification Test Design Criteria

If it can be shown that the system's true error rate does not exceed one in every five
hundred thousand votes counted, it will be considered acceptable. This is more than
accurate enough to declare the winner correctly in almost every election

A decision risk of 5 percent is chosen, to be 95 percent sure that the test data will not
indicatc that the systom is bad when it is good or good when it is bad

This results in the following decision criteria:

d.If the system makes one error before counting 26,997 consecutive ballot positions
correctly, it will be rejected. The vendor is then required to improve the system

e. If the system reads at least 1,549,703 consecutive ballot positions correctly, it will be
accepted

£, If the system correctly reads more than 26,997 ballot positions but less than 1,549,703
when the first error occurs, the testing will have to be continned until another
1,576,701 consecutive ballol posilions aie counted without error (a total of 3,126,404
with one error)



